
SECURITY AS A COMPETITIVE 
ADVANTAGE
“Today, security is truly a business enabler 
and proves to be a competitive advantage,” 
says Darrell Keeling, the CISO of retailer 
Land’s End. Keeling believes that CISOs who 
accept certain risks to do business, show 
due diligence, and establish thorough 
processes, are influential leaders who drive 
security in a way equal to revenue, creating 
a robust competitive advantage. 

When founders build successful 
organizations, they bear many risks, 
something that is no different to security. 
When security teams take a step back and 
analyze the holistic risks, they are able to 
focus their energy on conveying business 
value. Keeling says, “It is important to 
leverage analytics and data to evaluate risk, 
something that has traditionally not been 
done. We can then use the results to help 
make employees more efficient, and to 

improve our practices to make the consumer 
experience better from a security 
perspective.” 

THE RISE OF SOFT SKILLS
A business-focused security program starts 
with the CISO, but only sees true success 
when the entire security team is also enabled. 
Keeling believes that security talent must 
possess fundamental soft skills, as much as 
technical skills, however he recognizes that 
these soft skills are gradually evolving 
amongst security professionals. To develop 
these soft skills, Keeling dedicates himself to 
opening up new doors and opportunities for 
his team. “The most important thing for me is 
to get IT security out within the rest of the 
business. I give them opportunities to be 
more engaging to the business and get them 
out in front of more departments and people. 
I also challenge them to know the business 
and be more engaged by breaking down 
these traditional silos.” 
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MOVING BUSINESS STRATEGY 
FORWARD
SECURITY AWARENESS 

Keeling recently introduced himself at a 
company meeting and asked the security 
team to stand up, which his team of six did. 
While they were still standing, he again asked 
the audience for the security team to stand 
up. When no one else rose, he asked 
everyone in the audience to stand. “It takes a 
team to combat risk and there is an 
importance on everyone being a part of the 
security team. Hackers are out there working 
in teams and in groups by sharing information 
and working together. We have to do that 
also,” says Keeling. His goal is to ensure that 
everyone knows that his door is always open 
and there is no risk too small to discuss with 
him. “I want to make a big change in the 
organization and lower risk by making sure 
everyone is confident to come forward. I am 
driving a culture of collaborative 
conversation.”

ANALYTICS

“There is a huge value in security analytics 
with regards to efficiencies and the ability to 
change the overall user experience in what 
we do today from a security perspective.” 
Most organizations have not tapped into the 

great amount of potential within analytics. 
Keeling believes that some organizations 
are taking a “block and tackle” approach 
and not leveraging the data to help reduce 
risk and streamline many diverse areas that 
continue to have high costs.  

INCIDENT RESPONSE

According to Keeling, incident response 
must be baked into the culture, regardless 
of industry or revenue. He affirms the 
necessity to review all incidences, evaluate 
the level of risk, and continuously learn from 
them. “Our role here [in the retail industry] is 
to ensure that the risks we are accepting are 
communicated, acknowledged, and that we 
have the critical processes in place to 
support our policies, because that is what 
our consumers believe we are doing. It is 
most important to maintain consumer trust.”

 

CISO SUCCESS
“Ultimately I think any 
CISO can be successful 
with any Board as 
long as they support 
you and make the risk 
conversation meaningful 
to their experience”

I SEE GREAT VALUE IN GETTING MYSELF OUT THERE. OUR RESPONSIBILITY [AS CISOS] 
IS TO GET OUT THERE AND BE AN ADVOCATE FOR SECURITY. I WANT TO GET SECURITY 
FURTHER IN THE SPOTLIGHT AND HAVE PEOPLE RECOGNIZE THAT WE ARE DRIVING 
BUSINESS STRATEGY
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	 “There is a lot of talk about the 120 day CISO. I can’t speak about others, 
but I can speak to my reality. The 120 day CISO is a great start, but it’s vital 
to look at it from a business perspective,” says Keeling. Keeling just started 
at the $1.6 Billion company and is invoking a business-concentrated 120 
day strategy to drive significant change. It is important for him to step back 
and focus on areas where he can be successful by setting the bar through 
measuring security across the organization and essentially driving change.  
Accomplishing this mandates a set of principles that rely on building 
meaningful relationships, bearing substantial influence, and navigating the 
established company culture.  

120 Day 
CISO

“ ”


